BN T—2a T LEDOHE

20104k

Strictly Private and Confidential




&R

18087 —523 =27 LOMEERE

250 T — 2 DBELTERDAIREME



BNT—H23) =T LOBMELRE




BNADOANL—23F IV RDIZFRDET—R3A)—27 L

o RITFZRRELIZARL—23FIWIRIIZER ST R0V =27 LI BBV TIEEICEREILTLS
SE&.BERNICBEVLWTHLRZRDEAZTITIIA T, BHATOERE. FRMIESEICLGLILDERDLNS
- ORX (The Operational Riskdata eXchange Association)
- BBA GOLD (Global Operational Loss Database)
— ORIC (Operational Risk Consortium) %
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« ABN AMRO

» Banc Sabadell

» Banco Bilbao Vizcaya Argentaria
» Banco Bradesco

» Banco Pastor

¢ Banco Portugués de Negocios

* Bank Austria —
Member of UniCredit Group

» Bank of America

* Bank of Ireland Group
» Barclays Bank
 BMO Financial Group
* BNP Paribas

» Caixa Catalunya

» Caixanova

» Caja Laboral

e Cajamar

» Capital One

» Credit Agricole
 Commerzbank AG

« Commonwealth Bank of Australia

Danske Bank A/S
Deutsche Bank AG
Deutsche Postbank AG
Erste Group Bank AG
Euroclear Bank
FirstRand

Fortis NL

Grupo Banco Popular
Grupo Banesto

Grupo Santander
HSBC

ING

Intesa San Paolo IMI
JPMorganChase
Lloyds TSB Bank plc
Morgan Stanley
National Australia Bank
Northern Trust

PNC

Rabobank

RBC Financial Group

Royal Bank of Scotland

RZB Group

Skandinaviska Enskilda Banken AB
Societe Generale

Standard Chartered

State Street Corporation

TD Bank Financial Group

The Bank of New York Mellon
The Bank of Nova Scotia

US Bancorp

Wells Fargo & Co

WestLB

Westpac Banking Corporation
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OpenPages Platform Members

QA Team
4) Anonymise & copy FastMa
OpenPages Aggregate to Aggregate Staging Area Input DaFt)a

Web Stagi
ging
Interface Area System Template

5) Aggregate-level,
QA Validation

1) HTTP upload to

Member Staging  2) Correct errors,
Area validation repeat 1),

perform import

Member
6) Publish Staging
Aggregate Area
Database
for the period Published
Aggregate
System Database

3) Record-level,

data quality
validation Members

OpenPages
Web
Interface

Encrypted
Oracle data and files
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HET—FDME(2/7)

ESRxXTOtEX1EHR

05 IMER

Equity & Bond issuance, Structured

Development, Design and Maintenance of Products, Services and

PD01 Capital Raising Products, Securitisations, Private HS General Business Capabilities
Placements, Syndications )
c te Fi PC02 Market Products and Services
ppoz Zorborateminance M&A, Corporate Advisory Services N )
Services PCO03 Sell/Reach Agreement to Conduct Specific Business
Fixed Income, Equities, Commodities, FX & K T i q
Exchange Traded Money Market, Repos/Securities Lending, pcoa ke onand Maintain Customers, Counterparties & Trade
PDO3 Securities & Investment Funds, Exchange Traded Relationships
Derivatives Futures & Options, OTC and PCO5 Capture and Document Transactions
Securitisations
PCO06 Deliver Products and Services
PDO4  Retail Credit Cards, Loans, Leases, Secured &
Unsecured - - i P
Cards, Loans, Leases, Real Estate & PCO7 Perform Settlements and Closing Act
PD0O5 Commercial Credit C_onstruc'uon Financing, Project & Trade PCO8 Perform Transaction Accounting
Finance
Consumer & Commercial, Current & Notice, PC09 Manage Human Resources
PD06 Deposits Time & Term Deposits, Investment
Products PC10 Manage Information Technology
Cash Management, Retail & Commercial, Manual & Electronic, PC11 Manage Financial Reporting and Taxation
PDO7 Payments & . .
Settlements Clearing, Settlement, Exchange Services _ _ -
PC12 Manage Capital, Funding and Liquidity
PDO8 Trust / Investment Custody, Corporate Actions, Trusts, Prime
Management Brokerage PC13 Manage Suppliers and Outsourcing
PDO9  Investment Products Fund Administration, Traditional & Alternate ) -
Institutional Asset Mgt PC14 Manage Physical Assets and Facilities
PD10 Brokerage Full Service & Self-Directed PC15 Manage Compliance, Legal, Governance and Audit
PD99 Not Product Related Includes events such as natural disasters. PC16 Manage Risk Systems



HET—FDME(3/7)

Overall Summary of ORX Annual Data (2002 - 2009)

2002 2003 2004 2005 2006 2007 2008 2009H1

Total Number of Loss 142,041 8519 11338 14,920 18106 21,620 23117 31511 12,910

Events

Total Gross Loss (€ Mn) 46,761 5,726 7,448 5,314 5,152 4,711 6,404 7,584 4,383
Average Loss per Event (€) 329,208 672,145 656,906 356,166 284,547 217,900 277,026 240,678 339,504

Numbers of ORX Members 12 12 17 22 34 41 52 52
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Distribution of Number of Loss Events by Size Distribution of Total Gross Loss by Size (€Mn)
80% r 80% r
2002-2008 2002-2008

70% | H 2009H1 70% | H 2009H1
60% | 60% |

50% 50%

40% 40%

30% 30%

20% 20%

10% 10%

0% L L - L - L m— | ] 0% I L I L . L L . L

€20k-<€100k €100k-<500k €500k- €1000k- €5000k- €10000k + €20k-<€100k €100k-<500k €500k- €1000k- €5000k- €10000k +

<1000k <€5000k <€10000k <1000k <€5000k <€10000k



BT —E2DHE(5/7)

Distribution of Number of Loss Events by Region
(2002-2008)

Distribution of Gross Loss by Region
(2022-2008)

Others
8%

North
Western America

Europe 50%

42%

Western North

Europe America
36% 58%
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HET 5D

Corporate Finance
Trading & Sales
Retail Banking
Commercial Banking
Clearing

Agency Services
Asset Management
Retail Brokerage
Private Banking
Corporate Items
Multiple Lines

Total

% of Total

BEE (6/7)

Distribution of Number of Losses by Business Line by Event Type (2002-2008)

Internal External Employment
Fraud Fraud Practices &

Workplace
Safety

19 184 153
111 788 495
178 3,861 331

42 611 89

16 60 98

55 103 141
223 371 688
141 387 145

57 273 1,716

27 157 28

4,911 47,398 11,167

3.80% 36.71% 8.65%

1%-<5% 5%-10% >10%

Clients

Products & [Public Safety

Business
Practices

292
674

7,525
1,818
112
169
519
2,378
1,450
372
110
15,419

11.94%

26
867
55

11

12

28
251
17
1,282
0.99%

Disasters & | Technology

&
Infrastructure
Failures

10
705
1,120
237
151
60

80

63

67

78

44
2,615
2.03%

Execution,
Delivery &
Process
Management

395
11,510

17,646
4,291
1,684
2,901
2,273
1,577
2,602

992
341

46,212

35.79%

Malicious
Damage

0
0
111
2

= O O O

10

127
0.10%

Total

1,055

% of
Total

0.82%

pieiolel 111.08%

eRierd 61.33%

10,773
2,693
3,315
3,180
5,2
4,821
3,749

727
129,131

8.34%
2.09%
2.57%
2.46%
4.11%
3.73%
2.90%
0.56%

12



BT —E2DOBME(T/T)

Distribution of Gross Loss Amount by Business Line by Event Type (2002-2008)

(€ Mn) Internal External Employment Clients Disasters & | Technology | Execution, Malicious
Fraud Fraud Practices & | Products & | Public Safety & Delivery & Damage
Workplace Business Infrastructure| Process
Safety Practices Failures | Management
o
:
o ;
386 1,098 56 1,736 4 42 1,821 0
11 49 8 116 1 22 251 0 459
8 607 18 223 3 9 469 0 1,337
196 18 75 594 1 8 495 0 1,387
161 48 152 690 1 7 195 0 1,255
140 79 38 671 3 6 325 0 1,262
50 112 257 937 378 9 421 2
42 32 38 10 47 163 0
7.68% 13.35% 4.04% 45.43% 1.26% 1.07% 27.15% 0.03%

1%-<5% 5%-10% >10%

12.14%
1.08%
3.16%
3.27%
2.96%
2.98%
5.11%
7.11%

13
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Gross Income Gross Loss

(€ Mn) (€ Mn)
200,000 - 4,000 -
3,500 A
150,000 - 3,000 -
2,500 -
100,000 - 2,000 -
1,500 A
50,000 - 1,000 A
500 4

0 — r r — — — — — 0 — — — r r

Number of Losses

12,000 -

10,000 -

8,000 -

6,000 -

4,000 -

2,000 -

O T T T T T T T T T T T T T T 1
2006 2007 2008 2009
Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2
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SAS® OpRisk Global Data
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SAS® OpRisk Global Data

- ¥ T—4RIEH
- BRECERZ BERANUIEEM, 8K E£5E. Basel IECRRSAV  YROYATI)— (BEDAR
- FAEh RAEBRM. EE. REDEOUBKIFR- RT—) T ER
- B—QEEXARNVMNIERTH2EHIEBRDT IIL—EVTER. CPIFHERR %

. 7__\_915“ (EE1§_7_“_975\6—%B0)IE E %*}i*’#)

# of
Employees

. . . H Industry .
Reference ID . o Basel Business Basel Business . . | Event Risk | Sub Risk .. Region of | Revenue
Code Parent Name Firm Name Description of Event ATSI;;I’HI Line - Level 1 Line - Level 2 Business Unit Catagory Category Activity Sector Domicile ($M) Assets ($M)

Name

In March 2010, Wachovia Bank. a US financial institution and subsidiary of

Wells Fargo & Co. reported that it was ordered to pay $160M in fines and

forfeitures by the US government for vielating US meney laundering laws. In

2004, Wachovia Bank's Global Financial Institutions and Trade Serices

(GFITS) division began working with meney exchange houses in Mexico

Financial institutions usually worked with the meney exchange houses

called "casas de cambio” (CDC's). to strengthen their Hispanic customer

bases. However, these partnerships were risky because Mexican criminals

often used the COC's to launder money from drug trafficking and other illegal

activities. Between 2004 and 2007, criminals in Mexico sent $110M through

their Wachovia CDC accounts to purchase airplanes used in drug trafficking

operations. During that time. authorities confiscated four airplanes

purchased with laundered money that were carrying .02\ kilograms of

cocaine. Wachovia ended its relationship with the CDC's in 2007 According Clients Improper
23657 Wells Fargo & Wachovia Bank to the US Department of Justice. Wachovia was aware of the risks 160 00 Payment and External Clients Compliance Products &  Business or Money Financial Morth

Company " associated with partnering with Mexican CDC's, but the bank failed to Settlement Business IMarket laundering Senices America

closely monitor potential money laundering activities. In March 2010, Practices Practices

Wachovia acknowledged that its anti-maoney laundering (AML) compliance

pregram was deficient and agreed to forfeit the $110M in drug meney that

was laundered through its accounts. The Financial Crimes Enforcemeant

Metwork of the United States Departrent of Treasury also imposed a fine

against Wachaovia, but the penalty would be satisfied by the bank's 5110

forfeiture to the US Department of Justice. Wachovia also agreed to pay a

550 civil penalty to the Office of the Comptroller of the Currency for failing

to meet AML and Bank Secrecy Act regulations. In addition to the fine and

forfeiture. VWachovia would strengthen its compliance programs. If the bank

met the terms of the agreement. the US Department of Justice would not file

charges against it. Wells Fargo & Co reported that it was aware of the CDC

investigations before it acquired Wachovia in 2008 and that it had reserved

sufficient funds to cover the penalties

95.636.00  1,243.646.00 267.300

AHGICEATEEENELE
SAS Institute Japanfk X =1t
= N
TEL: 03-6434-3000
E-MAIL: jpnsasinfo@sas.com
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Response) . Ml
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